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 as sensor networks become wide-spread in various applications, security issues emerge 

as the main concern. Wormhole attack as a severe security threat is capable of 
disturbing and even disabling the functionality of wireless sensor networks (WSNs) 

because merely authenticity and confidentiality approaches are unable to prevent it. In 

this paper, we propose a distributed method for detecting three kinds of wormhole 

attacks in WSNs using information provided by each legitimate network node, about its 

possible neighbors. Our mechanism is comprised of a routing and a detection algorithm 

which is capable of handling both static and dynamic wormholes. According to the 
simulation results, detecting wormholes with low false alarm rate (FAR), low failure 

detection rate (FDR), and estimating their location are the main advantages of our 

method compared to existing approaches. 
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INTRODUCTION 

 

 With the recent advances in wireless communications, wireless sensor networks (WSNs) are emerging as 

one of the most promising technologies. These networks consist of small nodes with limited resources of 

memory, computation, communication, and power with the potential of providing solutions to the wide range of 

applications such as military, industry, surveillance and healthcare. The sensor nodes in these networks are 

capable of sensing, processing, and transmitting natural phenomena interactions to other network systems for 

purposes of monitoring temperature, humidity, pressure, etc [1]. Due to the type of application and environment 

in which a WSN is deployed, a lot of challenging problems may be encountered. Many previous researches 

based on WSN are assumed the deploying environment as a trusted one. However, there are many mission-

critical tasks with data confidentiality as a great concern. Therefore, the environment becomes distrusted which 

forces the developers to take security into account at design time. Various types of attacks such as jamming, 

tampering, Black holes [2], Sybil attacks [15], Wormhole attacks [3], etc, of different network layers can affect 

packet transmission in WSNs. In this paper, we focus on one of the disruptive forms of attacks, called wormhole 

attack [3, 4], where the adversary records wireless transmission of legitimate nodes in one part of the network, 

tunnels them through a low-latency link, called wormhole link, to another distant part of the network, and 

replays the recorded messages. Wormhole nodes located at the endpoints of the link may be a sensor node 

compatible with other good nodes of the network or a more robust node such as a laptop. Moreover, these 

malicious nodes‟ working frequency can be equal or different from other nodes. Connecting two distant areas in 

the network can cause severe damage to the routing mechanisms used in network protocols. When the wormhole 

link is lengthy, the influence of the attack on the network performance will be intensified. However, a short 

wormhole link which connects two parts of the network with overlap cannot totally be harmful.  herefore, here 

we consider these two parts distant. Wormhole attack is assumed to be destructive due to the fact that the 

adversary can perform it without compromising cryptographic system of the network. Creating a false short 

route by the attacker may cause network traffic to be attracted to the wormhole exceedingly; thus, the adversary 

can drop all passing packets, drop them selectively, or send them to another distant part of the network without 

changing their content. In this paper we propose a distributed method for detecting three kinds of wormhole 

attacks in WSNs using information provided by each legitimate network node, about its possible neighbors 

which are in direct communication range. The chief advantages of this method are the ability of estimating 

location of wormholes in order to defend against the attack, and distributing the process between intermediate 

nodes in order to reduce the overhead. We also propose a potential routing mechanism, compatible with our 

detection method. Simulation results show minimum false alarms in our detection algorithm which makes it 
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almost 100% effective for most scenarios. This paper is organized as follows: Section II discusses related work. 

Section III gives a detailed overview on wormhole attacks. Section IV introduces a routing mechanism along 

with discussing the details of our wormhole detection algorithm. Section V evaluates the performance of the 

detection mechanism. Finally, Section VI concludes the paper and discusses future work. 

 

Related work: 

 The wormholes can have destructive effects on all kinds of wireless networks. Employing static routes in 

networks‟ routing protocols is an effective defense against the attack; however, WSNs with limited resources of 

power and computation cannot utilize this feature. Dynamic topology and no infrastructure make WSNs 

susceptible to wormhole attacks. Many approaches have been proposed in order to detect and prevent such an 

attack in ad-hoc and sensor networks which we discuss them briefly. One of the most common methods for 

preventing wormhole attacks is „Packet Leashes‟ by Hu et al. [3, 4]. They propose embedding a secure leash of 

timing and/or positioning to each data packets on every single hop it travels in order to restrict their transmission 

distance. They propose two kinds of packet leashes: geographical leashes which require each node to be 

equipped with Global Positioning System (GPS) and loosely synchronized clock (in the order of ms) and 

temporal leashes which rely on tightly synchronized clock (in the order of ns) on each node. By sending or 

receiving a packet in a node, it embeds its timestamp and location to the packet. While the network nodes are 

synchronized, each of them has the ability to detect wormhole attack by calculating the mismatch between 

timestamp and location differences during the existence of an attack. Another similar method is an end-to-end 

mechanism proposed in [9] assumes the knowledge of location information and loosely synchronized clocks. All 

these methods use lightweight hash chain to authenticate the nodes [11] because the Message Authentication 

Code is capable of being handled in real time. Our method is similar to geographical leashes because of using 

GPS and synchronized clock, except it can detect three kinds of wormholes. The distributed scheme for 

reducing overhead on each node makes our method different from end-to-end mechanism [9]. Another detection 

method is proposed in [10] by Capkun et al. In their approach, no clock synchronization is used and every node 

is equipped with a special hardware which is capable of responding to one-bit challenge without any delay. It 

can measure signal‟s traveling time with an accurate clock and use the information to calculate the distance 

between two nodes. Using customized special hardware makes this method hard for implementation in standard 

WSNs and is the main difference of it from our method. An anchor-based approach is proposed in [7, 8] which 

is resistant to many attacks such as wormhole attacks. They use a hop-counting technique to estimate the 

distance between regular nodes and anchor nodes of the network. If a wormhole link exists in the network, the 

distance between some regular nodes from anchor nodes will change. This method uses a threshold value to 

determine whether this anomaly in measured distance is because of a wormhole link or localization error. The 

problem is that this method is base on anchor nodes. These nodes must be setup manually beforehand. A graph 

theoretic framework is proposed in [12] to defend against wormhole attacks. This method is based on special-

purpose nodes, called „guard nodes‟ that have unique abilities such as high transmission range with different 

antenna characteristics, and aware of their true position which makes the method impractical for real-world 

scenarios. The main advantage of our method here is that it does not need any special-purpose nodes. In [16], an 

algorithm is proposed that uses connectivity information to determine forbidden structures in the network 

connectivity graph in order to detect wormhole attacks. Although it is designed for wireless networks, it is not 

yet modified to be suitable for WSNs with limited resources. In [13], a technique based on multi-dimensional 

scaling (MDS) is proposed which uses distance between nodes to create a layout of the network for 

visualization. Normally, the layout is almost flat without any distortion; however, with the existence of 

wormhole, network layout can be distorted. The need for a centralized computation center and not being able to 

be applied to irregular shaped networks are the main differences of it from our mechanism. Equipping mobile 

devices with directional antennas can increase their security levels. In [5], Hu and Evans propose a method in 

which they utilize directional antennas to secure network against wormhole attack. They assume every network 

node is equipped with directional antennas that have the same orientation. Whilst receiving the packets, each 

node verifies the direction of receiving signals with the sending node. In case of any mismatch, communication 

will not be established. A slightly different approach in designing a secure localization scheme, called SERLOC 

has been applied in [6]. In SERLOC, several location-aware anchor nodes, each equipped with directional 

antennas, called „beacon nodes‟ send out localization beacons in order to help other regular nodes of the 

network to relatively determine their location. These methods are assumed to be a good solution for networks 

which rely on directional antennas; however, it cannot directly be applied to other networks. 

 

The Wormhole Attacks: 

 A typical wormhole attack includes two strategically placed adversary nodes at different ends of a network 

and connected with a less latency wired or wireless link compared to default links used in the network. The link 

can tunnel data flow in both ways (i.e. the wormhole link is assumed to be bidirectional). At  point in the 

network, one of the adversary nodes records packets it overhears and forwards them through a wormhole link. 
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At the moment when the second colluding node which is placed at another part of the network receives the 

packets, it replays them for its regular neighbor nodes. In this attack, the strategy of replaying legitimate 

network messages at another far apart area of the network makes nodes believe these two origin and destination 

area are very close and the nodes located in them are immediate neighbors. This puts adversary in a powerful 

position capable of performing the followings: 

 Establishing a low-latency link by the attacker makes network traffics to be attracted to the wormhole link 

and routing protocols choose this link as the shortest one. 

Wormhole attack can disrupt the flow of data by modifying packets if it has access to the network keys or 

selectively dropping them. It can record packets for later analysis as well or forward the packets at a later time. 

 By periodically turning wormhole link on and off, an attacker can generate unnecessary routing activities to 

deplete energy of network nodes and disrupt network functions. 

 The attack can still be performed even if confidentiality and authenticity are provided in the network. 

Moreover, there is no need for adversary to have access to the cryptographic keys of the network in order to 

initiate the attack.  

 In Fig. 1, a network under a typical wormhole attack is shown. Intruders A and B can be invisible to other 

regular nodes of the network. When node X wants to send its message to node Y, it finds the shortest route 

through wormhole link. Intruder A, merely records and tunnels overheard wireless data of node X to the other 

intruder. Intruder B replays the message for node Y. In this case, if both A and B are invisible, we have closed 

wormhole. There are other cases in which one or both of the endpoints are visible to other regular nodes; thus, 

wormhole is called half open wormhole and open wormhole [9] respectively. If an endpoint is visible, it 

assumes to be a hop count from regular network nodes.  

 

 
 

Fig. 1: A network under a typical wormhole attack. Two wormhole endpoints, A and B, are connected with a  

low latency wire link. Node Y assumes node X to be its immediate neighbor. 

 

Distributed wormhole attack detection algorithm: 

 The wormhole as an anomaly influences the network route discovery protocols. Generally, routing rotocols 

fall into two categories: proactive routing protocols and on-demand routing protocols. These two categories 

respectively rely on routing updates transmission in a periodic manner and searching for shortest routes in the 

time of necessity; however, wormhole attack is destructively effective on both of them. Here, an attacker cannot 

modify the encrypted data transmitted in the network if authenticity is applied in the communication protocols; 

thus, the main impact of a wormhole is on its near nodes which are determining their direct neighbors. In this 

section, we describe how our detection algorithm searches for anomalies in the set of neighbors for each node 

and estimates the location of attack initiation. 

 

Network Assumptions: 

 In our proposed method, we consider the following assumptions to be applied to the network for our 

algorithm to work properly. The adversary is considered neither to have access to the data encryption keys used 

in the communication protocols of the network nor to be able to crack them in any ways. The entire network‟s 

data, received or transmitted by nodes are authenticated and only legitimate nodes with keys have granted access 

to use them, or to include additional data to the packets. Therefore, no intruder has the ability to modify the 

content of the packets in order to counterfeit them to its benefit. In other words, to achieve data integrity and 

authentication, a message authentication code should be used. The digital signature algorithms can be a solution 

to provide authenticity for the network. Although digital signature may cause more overhead on mobile nodes, 

using powerful processors and the feature of distribution that our algorithm possesses can obviate this issue. The 

wormhole link is considered to be bidirectional. This assumption can be seen in many protocols used by real-

world wireless networks. Therefore, wormhole nodes may have more features and are more powerful than 

regular network nodes in many aspects such as transmission range, power, and computation. Moreover, during 
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the algorithm procedure, for the purpose of clarity, we assume wormhole nodes to be static which means the 

wormhole link between two specific wormhole nodes is fixed (i.e. wormhole link doesn‟t change its origin and 

destination endpoint randomly). However, later, we will explain that our proposed method is cable of handling 

dynamic wormholes as well. 

 We assume every node of the network is location-aware. Considering military applications and mission 

critical tasks in which these nodes are used, most of the attack scenarios take place in a hostile nvironment. 

Thus, location-awareness of nodes is essential in these scenarios. Devices such as Global Positioning System 

(GPS) can be used to provide accurate positioning information for a node in the network; since, GPS devices 

determine their position with accuracy of 5 meters or less. The accuracy of GPS directly influences the precision 

of wormhole attacks detection algorithm; however, state-of-theart technologies in GPS devices have increased 

their accuracy. These systems also include a clock with enough accuracy to compensate the needs of our 

mechanism.  

 

Algorithm Description: 

 Wireless sensor networks are considered as constrained devices in many aspects. Their limited processing 

power and energy as well as availability of memory make them incapable of inheriting current wireless network 

protocols without necessary modifications. Therefore, our goal is to design a wormhole attack detection 

mechanism, suitable for WSNs. We previously mentioned the destructive effects of wormholes on both, 

proactive and on-demand routing protocols; therefore, routing algorithms such as DSDV, OLSR, AODV, etc, 

are vulnerable to this attack as well. According to these routing protocols, every node has a list of its available 

direct neighbors which are in one hop distance to it. If we assume every node has the same radio coverage range 

(R), the maximum distance of a single hop cannot exceed R. Node a generates its one hop distance neighbors 

set, N1(a). 

  Suppose b as a one hop neighbor of node a (b ∈ N1(a)). Node b holds information such as time of update, 

tb, its position, Pb, and N1(b); thus, node a can generate its two hop distance neighbors set, N2(a), and three hop 

distance neighbors set, N3(a), using these information. The wormholes have influences on these neighbor sets. 

On one hand, if both origin and destination endpoints are invisible to regular nodes, a closed wormhole is placed 

which directly effects N1(a). On the other hand, if one of the endpoints is visible to other regular nodes, it will 

be counted as a hop and the effects can be seen in N2(a). Furthermore, if both of the wormhole link endpoints 

are visible to the network, two extra hops will be counted which directly influences the number of N3 (a) 

members. Wormhole link as an anomaly shows itself in one of these sets by adding extra fake members to them 

depending on the type of wormhole attack.  

 The calculated distance of a fake neighbor c ∈ N1 (a) to node a violates the maximum real distance that a 

true member b ∈N1 (a) and node a can have. The existence of an attack can be evaluated using ||Pa – Pc|| – δ > 

R. If the equation is satisfied, a closed wormhole attack is detected. The value δ is the maximum error of 

distance between two nodes. For half open wormholes, R should be changed to R′=2R and for open wormholes, 

R should be change to R′′=3R. There are situations in which attacker records network message and replays them 

in another area in the network at a later time. Hence we consider an expiry time for the packets, TTL. 

 In order to detect wormholes which perform this act,           ||ts – tc|| + Δ > TTL should be evaluated. 

 When this equation is satisfied, a wormhole is detected. Here Δ is clock synchronization error and ts is the 

time in which data packet departs source node s and tc is the time in which data packet arrives to node c. 

Another situation is where we have dynamic nodes in the network. Here we define Pper as maximum permissive 

distance a network node can move (Pper < R). If ||PCarr – PCdep|| – δ > Pper is satisfied for node c, a wormhole 

is detected. In this equation, PCarr is position of node c at the time in which data packet arrives, tCarr, and 

PCdep is position of node c at the time in which data packet departs, tCdep. Due to the constrained feature of 

sensor nodes in the network, all the processing operations such as calculations and verifications are distributed 

among the nodes which are located in the chosen route. In this way, total computational costs will decrease 

significantly. Another advantage of this method is that the algorithm will stop at the point that wormhole attack 

is detected in order to find another route to transmit the packets from source to destination. 

 

Algorithm Procedure: 

 In the network, when a message is transmitted from a source in order to get to purposed destination, it may 

travel through the areas in which wormhole links exist. Hence, it falls into the link assuming it is the shortest 

route to the destination point. Here, we don‟t have any wormhole attack unless a legitimate network message 

falls into one. In order to detect whether there is a wormhole link along the route, we designed a procedure 

consisting of two major sections. These sections include a routing algorithm secured against wormhole attacks 

along with our wormhole detection algorithm which can be utilized in networks with standard routing protocols 

as well. 
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Table I: Distributed wormhole attack detection algorithm. 

 
 

1) Sending WSRP:  

 When a source node intends to send a message to a destination node, it floods the neighbors with Wormhole 

Secured Routing Packets (WSRP). The duty of these packets is to find a route to the destination. A WSRP holds 

the information of previous nodes that it passes through them. Information such as node‟s id, WSRP time of 

arrival, tarr, and departure, tdep, position of the node at the time WSRP arrives, Parr, and departs, Pdep, and 

Packet‟s life time, TTL, are held in a routing table for each previous node, WSRP passes through. This 

information can be gathering while WSRP is finding the route to the destination or while it is appended with 

source node data packet.  

 

Finding Neighbors: 

 At the time of sending WSRP, each node n determines its 1-hop neighbor list, N1(n), and sends arrived 

WSRP to each member of the list. All the information of node n in addition to N1(n) are added to the  routing 

table of WSRP. 

 

Filtering Previous Nodes: 

 If node m ∈ N1(n), it receives a WSRP from node n, in the next step. Like the previous step, node m 

determines its N1(m). For WSRP not to go back through its path, to the previous nodes it passed before, N1(m) 

= N1(m) – (N1(m) ∩ WSRP(m)) should be applied to filter previous nodes. The set WSRP (m) includes 

information of all the previous nodes by id, that WSRP passes untill it gets to node m. This filtering makes the 

determination of the shortest route possible. After WSRP floods the network to find the destination nodes, both 

previous (a) and (b) steps are performed on each node in the path until one of WSRP packets finds the 
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destination node sooner than the others. The packet travels back the exact route direction to determine the 

shortest route suitable for source node‟s request. 

 

2) Sending Data Packets: 

 When the shortest route is specified by the source node, considering wormhole attack to be static, we are 

not sure there is any wormhole in between. An adversary can apply the attack dynamically, resulting in traping 

data packets; therefore, the route is assumed to be unsecure by the source node. In order to determine the 

reliability of the route, source node appends its received WSRP to the data packet. Each node through the route 

is evaluated by its id, included in WSRP routing table I to prevent wormhole attack to completely change the 

location of wormhole link endpoints and makes WSRP unable to go through that very chosen route. 

Furthermore, our proposed algorithm in table I should be evaluated on each node through the route in order to 

detect any anomalies if available. In first step of the algorithm procedure, the nodes information can be gathered 

by WSRP during shortest route determination or after appending WSRP to data packets. Here we consider the 

second order. 

 

Prominence of the Proposed Method: 

 Another advantage of our method is the capability of detecting dynamic wormholes. In a network when the 

locations of wormhole links are variable, a wormhole can have more than two endpoints. It means that origin 

point of wormhole link records legitimate messages and tunnels them to destination point for a specific period of 

time. After that period of time is finished, it tunnels that very message to another destination point. Utilizing our 

algorithm, it detects these variations easily because all nodes information is gathered by WSRP to be evaluated. 

In each level of wormhole attack detection algorithm, if an attack is detected, the node‟s id will be saved in 

WSRP and by the level of algorithm in which attack is detected; distance of wormhole to that node can be 

estimated. The WSRP finishes its path to source node and delivers its anomaly list to be enlisted in source 

node‟s block list. Afterwards, source node will ignore that route and wait for other WSRPs to declare a route. 

 

Simulation Results: 

 In this section, we study the practical impact of distributed wormhole attack detection algorithm by 

implementing our mechanism in NS2 [14]. In our experiments, we used n = 400 nodes, with their positions 

randomized on grids. Here we assume w as grid width. Different values of grid width, w = 2, 4, 6, 8, 10, 12, 14 

are used in a simulation area with 840 * 840 meters dimension. Total of 50 wormholes with various hop 

distances have been placed in the network randomly. These wormholes have dedicated communication channel 

and smaller latency than other regular network nodes. The transmission range of nodes was set to 80 meters. 

IEEE 802.11 MAC layer protocol and AODV routing protocol were used. UDP/CBR for network traffics was 

set to 2Mbps. Using grid width with the mentioned values enables simulation area to have parts with high and 

low density. When w = 2, the density of nodes in the area can increase significantly in comparison with w = 14. 

In order to evaluate the accuracy of our mechanism as a security enhancement, we studied its false alarms ratio 

and error rate. False Alarm Rate, FAR, is used to determine when there is no attack but the algorithm detects a 

normal localization error as a wormhole. Failure Detection Rate, FDR, is used to determine when there is a 

wormhole but the algorithm is unable to detect it. Our mechanism can estimate the location of wormhole 

endpoints; therefore, in addition to those concepts, we studied estimation error rate, EER, in each simulation 

trial. The amount of each concept is divided by the number of trials. Our simulation results in terms of FAR, 

FDR, and EER are shown in Fig. 2. 

 

 
 

Fig. 2: FAR, FDR, and EER for different grid width values. 

 

 Our mechanism has a low FAR and FDR. When the value of w is less than 2 meters, the position of nodes 

in the area is compressed. By increasing w, fewer nodes share a certain area. When w>12, the number of failure 
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detections decreases and inclines to zero. The FDR curve shows that when w>12, the algorithm detection rate 

increases significantly. On the other hand, while w>8, the number of False Alarms won‟t increase. The FAR 

curve shows that for w>8, the curve is almost horizontal. It also shows that in networks with nodes scattered 

densely (w<8) in some areas, our algorithm‟s mistakes in detecting normal localization errors as wormhole links 

intensifies. The block with w<8 is where our mechanism encounters more detection errors. After an attack is 

detected, the link will be ignored for future use by the source node; however, the location of wormhole endpoint 

will be estimated in our method with simply referring to the neighboring area of previous node which its 

position is being evaluated by the current node.  

 In Fig. 3, EER curve shows the rate of error in which the location of wormhole endpoint is falsely 

estimated. This error occurs when a destination endpoint of a wormhole link is positioned in the neighbor area 

of an origin endpoint of another wormhole link (i.e. two consecutive wormhole links). In accordance with EER 

curve, our mechanism can estimate the origin point of wormhole links 85% of the time although it doesn‟t affect 

the blockage of attacked route by the source node; Therefore the route will be ignored but in some mentioned 

cases, origin point of the link cannot be estimated accurately. The curve has a peak and a bottom which makes 

the location estimation successful in the range of 85% to 90% of the times. In Fig. 3, it is shown that our 

mechanism is able to detect wormhole links with hop distance greater than 4. According to FDR curve in Fig. 2 

in oppose to Fig. 3, we can tell that almost all attacks that cannot be detected by our algorithm are wormhole 

links with less than 4 hop distance. Moreover, EER curve descends while wormhole links with hop distance 

greater than 4 exist. 

 

 
 

Fig. 3: FDR and EER for various hop distances of Wormhole links. 

 

Conclusions and future work: 

 It is important to notice that short wormhole links have less or no harmful effects on routing protocols of 

the whole network. Therefore, the extensive results of simulation show that our mechanism has the ability to 

detect all wormhole links with hop distance ≥ 4 which makes the whole system almost 100% secure against 

various types of wormholes since we consider short wormhole links less harmful. The distributed feature of our 

method as well as having the exact location of regular network nodes makes the whole system robust and 

suitable for critical applications in which no node needs to perform heavy computations solely. Currently, the 

method of preventing wormhole attack in our mechanism is blocking the route with wormhole by reporting it to 

source node as well as estimating the neighboring area in which that malicious wor mhole node may be located. 

For future work, a robust mechanism for preventing wormhole attacks can be applied to the current detection 

algorithm in a way that EER decrease to less than 15%, all nodes in the estimated neighboring area in which 

wormhole is detected to be checked, and a reporting system to be designed to inform and forbid other nodes to 

communicate with that wormhole node. Also, our routing algorithm can be improved to adopt more security 

measures to be secure against other type of attacks as well as wormholes. 
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